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DataSure24's February Brainbytes:
2023 Cybersecurity Goals

DataSure24 is your cybersecurity partner, working to help meet your
company's specific security needs. Each month, we'll offer bytes of
information about emerging risks, news, and protective measures to
help keep your data safe and your network secure.

We're a month and half into 2023, time to review your business's goals for the year.
If your company doesn't have any cybersecurity goals for 2023, your goal, then, is

to implement a comprehensive cybersecurity program.

In 2022, we predicted that, among other things, cybersecurity would be increasingly
driven by compliance. In order to ensure the protection of customer information,
several industries are facing stricter regulatory requirements regarding

cybersecurity, including:

e Manufacturing (CMMC, DFARS)

Financial (NYS DFS 23 NYCRR 500, NCUA)
Healthcare (HIPAA)

Collections Agencies (FTC Safeguards Rule)
Payment Card Industry (PCI-DSS)

Even if your company does not fall into one of these industries, it too must be
prepared for possible security breaches and avoiding gaps in its cybersecurity
programming. Fortunately, most business don't realize they have many of the tools
already in their environment to help meet compliance requirements AND follow
cyber security best practices. The first step, is to assess the organization's security

posture.




CyberSecurity Assessment
Completing a Cybersecurity Assessment will allow you to answer the following

questions:

e What is my company’s critical information?

e What controls are in place for information systems?

e What is the current security posture of information systems?

e Should more or less stringent countermeasures be instituted?

e What is the prioritized security roadmap to follow that addresses high-priority
issues first?

e What compliance requirements are met, and what is next on our compliance

checklist?

Selecting a Framework
Although all organizations aren’t required to comply with the same frameworks,
alignment of security and control structures against recognized frameworks is a key

step in process maturity and diligence.

Apart from being prepared for possible security breaches and avoiding any
loopholes from the organization's standpoint, following a framework helps you
approach cybersecurity from an end-to-end risk management perspective. This
includes the monitoring activities that occur at all levels and across all departments

in the organization.

Implementing a good framework also helps an organization assess itself, its place in

the threat landscape, and the loopholes it has to address.

DataSure24's cybersecurity and risk assessments typically follow the National
Institute of Standards and Technology (NIST) and Center for Internet Security (CIS)
methodology.

NIST, for example, has become the standard for cybersecurity in the
manufacturing industry (among others). The Framework is organized by five

key functions, and may offer a good starting point for your organization:




RECOVER

Make full backups of important
business data and information

Continue to schedule
incremental backups

Consider cyber insurance

Make improvements to
processes/ procedures/
technologies

RESPOND

Develop a plan for
disasters and information
security incidents

1| IDENTIFY

Identify and control who has access to your business information

Conduct background checks

Require individual user accounts for each employee

Create policies and procedures for cybersecurity

RESPOND
<]

PROTECT

Limit employee access to data and information

Install Surge Protectors and Uninterruptible Power
Supplies (UPS)

Patch your operating systems and applications
routinely

Install and activate software and hardware firewalls
on all your business networks

Secure your wireless access point and networks

Set up web and email filters

3| DETECT

Install and update anti-virus,
anti-spyware, and other
anti-malware programs

Use encryption for sensitive business information

Dispose of old computers and media safely

Train your employees

Maintain and monitor logs

Ultimately, your choice of framework depends on your organization’s security
needs.

A framework is a foundation: a strategic, well-thought plan, offering guidance, and
helping protect a company's data, infrastructure, and information systems. The right
framework, established correctly, will help to mitigate cyber risks, regardless of the

environment.

Cybersecurity should always be a business priority. Unprepared organizations
will become easy targets for cyberattacks. Now is the time to learn the potential

cybersecurity risks for your business, and build a complete cybersecurity plan.

For more info on developing a cybersecurity program, check out our blog:
Cybersecurity: Where to Start (or Restart)

If you would like to speak more about how DataSure24 might help
your company meet its security needs, contact us by clicking below,
or call (716) 600-3724. We look forward to hearing from you!
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